


SA WG2 Temporary Document
Page 1

[bookmark: _Hlk91753531]SA WG2 Meeting #163	S2-2405932
Jeju, Korea, May 27 – May 31, 2024 		            (revision of S2-240xxxx)
	
Source: 	Nokia
Title: 	Conclusion Paper for KI#4
Document for: 	Approval
Agenda Item: 	19.8 
Work Item / Release:	FS_UIA_ARC / Rel-19
Abstract of the contribution: This paper provides conclusions for the study carried out regarding KI#4.
1	Discussion
Various solutions are discussed and are part of this specific TR 23.700-32. This paper brings in conclusion that shall be considered to address KI#4.
As documented in the SID and during the discussions, authentication of non-3GPP devices is not required to be carried out by 5GS for the use case to function. However, any authentication of the non-3GPP devices shall be taken care by the UE or 5G-RG in similar ways that a UE or 5G-RG authenticates the tethering connections, for example. These mechanisms are well defined by the UE or 5G-RG already. Hence there is no need to bring in additional authentication mechanisms, but it is required to identify the traffic flows and implement policies defined for the identity that is representing a specific traffic.
The use case defined in the study requires that 5GS needs to identify the traffic and implement PCC Rules for the traffic that is identified with certain identity configured for the UE Subscription. 5GS could also include the information of the identifier that it identified for traffic flows in the current communication with the CHF as additional identifier.
It is not specifically required to restrict the number of simultaneous active identifiable User Identifiers. However, when such an identification is required, the condition that should be enforced is of the number of identifiable non-3GPP devices and the action should be defined by the operator policies and not restrict alone as an action.
Options of single PDU Session per non-3GPP device or single PDU Session for more than one non-3GPP device should be possible; to support different deployment options of the consumer markets and the enterprise communities.
When the non-3GPP device User Identifiers and the corresponding policies associated with the UE Subscription related to the non-3GPP device User Identifier are not available, the UDM based on the operator policy may notify the AF. This shall be based on the procedures defined in TS 23.502 section 4.15.3.2.2 with the Event and the corresponding non-3GPP device User Identifier and the UE subscription.
In certain deployments it is possible that by default the devices would avail the services as per the QoS rules installed for the PDU Session. Based on the offline mechanisms of the UE with the AF, an AF session with required QoS may be implemented as per clause 4.15.6.6 of TS 23.502 for the corresponding non-3GPP device.
2 	Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.700-32 as below to bring in conclusion.
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7	Overall Evaluation
As documented in the SID and during the discussions, authentication of non-3GPP devices is not required to be carried out by 5GS for the use case to function. However, any authentication of the non-3GPP devices shall be taken care by the UE or 5G-RG in similar ways that a UE or 5G-RG authenticates the tethering connections, for example. These mechanisms are well defined by the UE or 5G-RG already. Hence there is no need to bring in additional authentication mechanisms, but it is required to identify the traffic flows and implement policies defined for the identity that is representing a specific traffic.
The use case defined in the study requires that 5GS needs to identify the traffic and implement PCC Rules for the traffic that is identified with certain identity configured for the UE Subscription. 5GS could also include the information of the identifier that it identified for traffic flows in the current communication with the CHF as additional identifier.
It is not specifically required to restrict the number of simultaneous active identifiable User Identifiers. However, when such an identification is required, the condition that should be enforced is of the number of identifiable non-3GPP devices and the action should be defined by the operator policies and not restrict alone as an action.
Options of single PDU Session per non-3GPP device or single PDU Session for more than one non-3GPP device should be possible; to support different deployment options of the consumer markets and the enterprise communities.
When the non-3GPP device User Identifiers and the corresponding policies associated with the UE Subscription related to the non-3GPP device User Identifier are not available, the UDM based on the operator policy may notify the AF. This shall be based on the procedures defined in TS 23.502 section 4.15.3.2.2 with the Event and the corresponding non-3GPP device User Identifier and the UE subscription.
In certain deployments it is possible that by default the devices would avail the services as per the QoS rules installed for the PDU Session. Based on the offline mechanisms of the UE with the AF, an AF session with required QoS may be implemented as per clause 4.15.6.6 of TS 23.502 for the corresponding non-3GPP device.
UE/5G-RG shall not carry out re-association by initiating PDU Session Modification procedures for a non-3GPP device due to randomization of MAC address. In case of randomization of MAC address, a single PDU Session per non-3GPP device shall be used in case of Ethernet PDU Sessions. 
If multiple non-3GPP devices are required to have similar policy requirements, the UE/5G-RG may use the same User Identifiers for such devices and shall not initiate additional signalling to the network.
Accordingly, solutions documented in solution 30 (for optional AF Session with QoS), 31 (Single PDU Session handling), 32 (Single or individual PDU Session), 34 shall be considered.

Editor's note:	This clause provides evaluations of different solutions.
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[bookmark: _Toc165096165]8.4	Key Issue #4: Identifying non-3GPP Devices Connecting behind a UE or 5G-RG.
The following conclusion principles are agreed for key issue #4:
-	5GS shall be able to identify the traffic to and from each individual non-3GPP device (based on device User Identifier) and implement corresponding policies.
-	UE/5G-RG may indicate feature support for identifying and implement policies for non-3GPP devices.
-	UE/5G-RG shall not carry out re-association by initiating PDU Session Modification procedures for a non-3GPP device due to randomization of MAC address. In case of randomization of MAC address, a single PDU Session per non-3GPP device shall be used in case of Ethernet PDU Sessions.
-	Traffic to and from UE/5G-RG related to more than one non-3GPP device should be possible to share a PDU Session (based on URSP rules for the non-3GPP User Identifier).
-	Traffic to and from UE/5G-RG related to each non-3GPP device should be possible to use individual PDU Session for each non-3GPP device (based on URSP rules for the non-3GPP User Identifier), in which case the DNN/S-NSSAI used by the UE/5G-RG shall have corresponding PCC rules configured in the UDR.
-	5GC may implement URSP rules corresponding to the non-3GPP device User Identifiers.
-	Traffic to and from non-3GPP devices behind a UE/5G-RGthat are not associated with any non-3GPP device User Identifier shall be supported in case that User Identifiers are not available for these devices.
-	Non-3GPP device User Identifiers and the corresponding policies for a UE Subscription are provisioned into the UDR by the AF.
-	When the non-3GPP device User Identifiers and the corresponding policies associated with the UE Subscription related to the non-3GPP device User Identifier are not available, the UDM based on the operator policy may notify the AF.
-	Optionally, by default the non-3GPP devices may use the data services as per the QoS rules installed for the PDU Session. Based on the offline mechanisms of the UE with the AF, an AF session with required QoS may be implemented as per clause 4.15.6.6 of TS 23.502 for the corresponding non-3GPP device.
	Note: Who (a UE/5G-RG or the AF) decides to request for change of QoS flows shall be discussed and documented during the normative stage.
-	SMF may also include the non-3GPP device User Identifier when invoking the CHF Services, along with the UE subscription identifiers as done currently.
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